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RO - Challenge 1

Theme: Cryptography — Caesar cipher

Tools used:

e https://www.dcode.fr/caesar-cipher

e https://www.rapidtables.com/convert/number/decimal-to-hex.html

"THE ANCIENTS ENVISIONED THEIR WORLD IN TWO HALVES. - DA VINCI CODE"

Kszqcas he hwwg gecadshwhweb! Vsfs wg hvs hslh he hvs twfgh vozt ct hvs gvozzsbus: cgbyly

IT'S DANGEROUS TO GO
ALONE! TAKE THIS.

. »

234819

Beware of the witches! They will put a hex on you.

Solution:

1. Find the most suitable text which is (414 shift), that gives us the first part of the flag osnkxk

CAESAR CIPHER B B e enprancas

Cryptography > Substitution Cipher » Caesar Cipher

Summary O
S b ! CAESAR CIPHER DECODER . T n—
E aesar Cipher Decoder
earch tor a too CAESAR SHIFTED CIPHERTEXT = g
+ Caesar Encoder
SEARCH A TOOL ON DCODE BY KEYWORDS: Kszqcas hc hvwg qcadshwhweb! Vsfs wg hws hslh hc hvs twfgh
e.0. ype scrabble co vozt ct hvs gvozzsbus: cgbyly - BTG T (T
€.g. type scrabble cipher?
RESI.lltS w B 8+ x + How to decrypt Caesar
p cipher?
Brute-Force mode: all shifts are tested, text is limited to the a few hundreds - How to recognize Caesar
s -
of characters. To find the full text back with punctuation and space, please Q KNOWING THE SHIFT: ciphertext?
P e A R e TEST ALL POSSIBLE SHIFTS (BRUTE-FORCE ATTACK) P
+ How to decipher Caesar
ti L DECRYPT CAESAR CODE without knowing the shift?
. . i )
» “J’[‘E‘(T‘Ett? “t‘;f‘ ;“’”F"Etfi?” J in;E o See also: ROT Cipher — Shift Cipher » What are the variants of the
+ e text to the first half o e . j
WITH A CUSTOM ALPHABET EETCE L=

challenge: osnkxk "
ALPHABET |ABCDEFGHIJKLMNOPQRSTUVWXYZ  How to encrypt digits and

Oyfuigy ni nbem wigjynencih! Byly cm USE THE ASCII TABLE AS ALPHABET et L
+20 nby nyrn ni nby zclmn bufz iz nby + Why the name Caesar

wbuffyhay: imhere DECRYPT Cipher?

Ltardbt id iwxh rdbetixixdc! Wtgt xh + What is August Cipher?

2. Next, convert the negative decimal number to a hexadecimal, signed 2’s complement representation,
the second part of the flag FC6A85

giving us


https://www.dcode.fr/caesar-cipher
https://www.rapidtables.com/convert/number/decimal-to-hex.html

Decimal to Hexadecimal converter
From To

Decimal :I Hexadecimal

Enter decimal number:

-234875 10
Hex number:
-3957B

Hex signed 2's complement:

FFFCG6A85

3. Get the last 6 digits to form the second part of the 12-character flag

4. Concatenate this second part of the flag with the first part

Flag:

flag:osnkxkFCEA85



RO - Challenge 2

Theme: Steganography

Tool used:

e ExifTool: https://exiftool.org/

e unzip: https://linux.die.net/man/1/unzip

This challenge has a link to the file Finale.gif.

1
[l
EEEEETETE.

Solution:

1. Open the gif in ExifTool.

In
imgjpeg
11

2. In the comment section, there is a hint about the existence of an imgjpeg
3. Unzip the GIF to get an img.jpeg

4. Examine the img.jpeg using Exiftool


https://exiftool.org/
https://linux.die.net/man/1/unzip

5. The flag can be found in the Image History section, by reversing the order of the characters.
Flag:

flag:eele88ccb49f



RO - Challenge 3

Theme: Reverse Engineering
Tool: JSF*ck

Participants are given an encoded file, which is encoded as a series of 6 characters: “(‘, *)’, ‘U, ‘+7, ‘[, ‘]

Help! A ransomware encoded my code.

File

Solution:

JSF*ck is an online educational programming style based on the atomic parts of JavaScript. It uses only six different
characters to write and execute code. Alternatively, one could write a script to decode the file.

"flag:d382557fdabl"

After running the code through the online tool, the flag can pops up as an alert.
Flag:

flag:d382557fdabl


http://www.jsfuck.com/

RO - Challenge 4

Theme: Network Traffic Analysis

Tools:

e https://www.wireshark.org/

We intercepted this communication. We believe it has something you are looking for.

Click here for the Eile.

3 +| Expression...  +

P ut =
i 52.166.6.123 D - —
k| 182.168.6.131 upe -
4322739232 192.168.8.131 uoe - =
b 529.873205  192.166.8.123 upe 161 20232 - 20232
| 634,971239  192.166.9.131 uge 157 20232 ~ 29232
H T 41411325 152.168.8.123 up# 76 20232 - 29232
| 8 66.6B5B16 192 166.8.131 ubP 54 20232 . 26232
i 9 57.765395 192 168.8.123 upe 98 20232 - 29237
| 10 66.455B28  192.16B.8.131 upe 53 20232 - 29232
' 11 74.860875  192.168.8.123 uoe 57 20232 - 29232
| 12 B3.643109  152.166.5.131 ugp 76 20232 - 29232
} 13 93.522518 upp 84 20732 - 29232 —
14 69.152418 ups 54 20232 - 26232
15 186353783 upP 626 20232 - 26232 s
16 114. 618060 upe 74 20232 - 26233
; 17 123. 759984 uce 74 20232 ~ 26232
| 18 133.625523 ure 136 20232 - 29232
t 19 142. BEETS6 uoe 202 20232 - 29232 —
L 28 152486327 uoe 186 20232 - 29232
21 166.639991 uoe 106 20232 ~ 29232 —
22 168.624333 upe 186 20232 - 26232
23 176.791183 uoe 74 20232 - 29232
24 157346. 214637 192.166.8.1 755,755, 255 255 upe 215 36966 ~ 7437 Len=173
25 157346541206 192.166.8.131 192.169.9.156 e 176 34536 - 8909 [PSH, ACK] Seq=1 Ack=1 Win=321 Len=110 TSval=2524009097 TSecr=2565328 [TCP segeent of a reassesbled POU]
26 157345542868 192.168.0.156 192.168.9.131 ToP 176 5069 ~ 34536 [PSH, ACK] Seq=l Ack=111 Win=243 Lon=110 TSval=2565829 TSecrs2524060607 [TCP segment of a reassesbled POU]
27 157346.542803 152.168.8.131 192.168.8.186 TeR 66 34536 - 8609 [ACK] Seq=111 Ack=111 Win=321 Len=8 TSval=2024089069% TSecr=2565829
28 157347 381968 162156136234 192.168.8.131 TLSw1.2 155 Application Data
29 157347382613 192.168.8.131 162158, 136 .234 TCP 54 33744 - 443 [ACK] Seq=1 Ack=182 Win=2227 Len=d
30 157347386456 162.158.136.234 192.168.8.131 TLSwi.2 115 Application Data -

Frame 1: 47 bytes on wire (376 bits), 47 bytes captured (376 bits)
Ethernet 11, Src: Giga-Byt 97:fS:63 (1c:1b:8d:97:f5:63), Dst: IPvdscast Bc:5c:28 (81:00:5e:8c:5c:28)
Internet Protocol Version 4, Src: 102.168.8.131, Dst: 232.12.62.32

User Datagram Protocol, Src Pork: 26232, DSt Port: 29232

A ok

Veers g €————  Select packet and view contents

@ 7 Data{data), 5 bytes Packets: 24349 - Displayed: 24349 (100.0%) Profile: Default


https://www.wireshark.org/

Eile Edit View Go Caplure Analyze Statistics Telephony Wireless Tools Help

- gy ) ) ————
dunsomRB QeEFsFaqaqmE
[Apply a o - <Clilf> E3 -] expression..  +
Time Source Destination Protoced Lengtth Info —=

1 6. eaeeh 152 168.6.131 FAE1E 9237 e 4T Len=5 1
2 5.833455 182 168.8.123 232.12.92.32 e Len=5 —
3 16.859138 192 168.8.131 upe Len=26
4 22.71232 192.168.8.131 uce Len=154 f—
5 29.873205 192.168.9.123 uce Len=119
6§ 34,971239 152.168.8.131 s Len=115
T 41.411325 152.168.6.123 une Len=37
8 50685816 192.168.6.131 uoe Len=12
9 57.785395 192.168.6.123 uoe Len=48
10 65.455828 192.168.8.131 uce Len=11
11 182. e

123
31

' 13 63, h22510 152.16 3 - —
‘ 14 99.152418 192 _168.8. g 54 20232 - 26232

15 186.353783  192.168.8.131 upP 626 29232 - 29232 ]

16 114618869  192.168.8.131 upe 74 20232 - 29232

17 123.750084  192.168.8.123 uoe 74 20232 - 29232 —
| 18 133.625523  192.168.8.131 ure 138 20732 - 29232
: 19 142.666756  192.168.9.123 232.12.92.32 ure 07 20232 ~ 29232 —
L 20 152.485327  192.168.6.131 232.12.92.32 uop 166 20232 - 29232

21 160835061 152 16B.8.131 232.12.62.32 upp 186 20232 - 29032 —

22 168624333 192.168.8.131 #37.12_92.32 upR 186 29232 ~ 39232

23 176791193 192.168.8.123 232.12.92.32 uoe 74 29232 - 29232

24 157346714637 192.168.8.1 255,255,255 . 255 uoe 215 36966 ~ 7437 Len=173

25 157345541206 152.168.0.131 192.168.9.156 TP 176 34536 ~ 8009 [PSH, ACK] Seqel Ack=1 Win=321 Len=110 TSval=2524040057 TSecr=2565328 [TCP segment of a reassesbled POU]

26 157345542868 192.168.9.156 192.168.9.131 e 176 8G9 ~ 34536 [PSH, ACK] Seqe1 Ack=111 Win=243 Len=110 TSvals=?S65629 TSecr=2524809697 [TCP segeent of a reassesbled POU]

27 157346542863 197 .168.6.131 192.168.8. 156 TR 66 34536 - 8089 [ACK] Seq=111 Ack=111 Win=321 Len=B TSval=2524069699 TSecr=25658:9

28 157347381968 162.150.135.234 192.168.8.131 TLSw1.2 155 Application Data

29 157347383613 102.168.8.131 162,159,136 . 234 TP 54 33744 - 443 [ACK] Seq=1 Ack=100 Win=2227 Len=2

30 157347386456 162.159.136.234 197.168.8.131 TLSw1.2 115 Application Data -

Frase 12: 76 bytes on wire (608 bits), 76 bytes captured (668 bits)
Ethernet I, Src: Giga-Byt 97:f5:63 (1c:1b:8:Sf:r5:63), Dst: IPvdacast Bo:Sc:2B (81:00:5e:8c:5c:28)
Internet Protocol Version 4, Src: 162.168.8.131, Dst: 232.12.82.32
User Datagram Protocol, Src Port: 26232, Dst Por

s
5
8
&

1b Bd 9f 15 63 68 06 45
11 T8 ea cB a3 89 83 o8

ic
81
o

Whoops, the flag is here... this was supposed to be
an encryption key, not the flag! Guess it's a freebie :)

@ ¥ Data(datal. 34 bytes Packets: 24349 - Displayed: 24346 [100.0%) profike: Default

Flag:

flag:7245e1654e7



RO - Challenge 5

Theme: Forensics

Tools:

e A hex-editor of your choice

e https://wuw.gimp.org/

This challenge has a link to the file img.xcf. This is a corrupted image file whose header has been modified.

We found this file but it doesn't seem to work.

Solution:

Open the img.xcf file using a hex-editor, and search for the correct file header for xcf file (67 69 64 70 20 78 63
66 20). Replace the file header with the correct value.

67 69 6D 70 20 78 63 66 [FlRLE oI H N R INC L IC]:] vell

19 CO 00 06 88 00 00 GO 6O 00 00 96 A6

00 11 G0 6 01 00 00 00 D B8 4

96 00 Be 00 00 QB 14 0 64 00

00 00 BE B0 16 80 00 QO 04 3 681 00

00 00 01 47 00 00 B i 0 78 G gimep
6F 6D 6D 65 6E 74 00 00 BE )0 00 12 commen

Open the img.xcf file using Gimp to obtain the flag.

Flag:

flag:zwb2qdtzq314


https://www.gimp.org/

RO - Challenge 6

Theme: Steganography

Tools:

e Sonic Visualiser: https://sonicvisualiser.org/

e steghide: https://github.com/StefanoDeVuono/steghide
This challenge has a file called FINAL.wav, which is an audio file containing a clue to find the flag.

Listen to the audio and find the flag !

Click here to download the audio.

b 0:00/0:32 = B

Solution:

Download and analyse the audio file using Sonic Visualiser. When analysing the audio, take note of the phrase
“toor”.

Next, open the command prompt and extract a secret text file. When prompted for a password, enter the phrase
toor.

The secret text file contains the flag.

Flag:

flag:a37666fc86de

10


https://sonicvisualiser.org/
https://github.com/StefanoDeVuono/steghide

RO - Challenge 7

Theme: SQL Injection
Tools Used:

None

Recently, a security team discovered an organisation involved in cybercriminal activities. Someone has
managed to find a Ul to the database which the criminals store information in. In one of the database's tables,
they noticed a known individual, identified by the first name, Andrew. However, their main goal is to find the flag
which will be a vital clue for them to identify the suspect.

Using the information above, help the security team find the flag!

Search: | Input name || Check |

Solution:
Perform SQL injection to the search box to get all the data from the table: > or ‘1’ = ‘1

Recently, a security team discovered an organisation involved in cybercriminal
activities. Someone has managed to find a Ul to the database which the
criminals store information in. In one of the database’s tables, they noticed a
known individual, identified by the first name, Andrew. However, their main goal
is to find the flag which will be a vital clue for them to identify the suspect.

Using the information above, help the security team find the flag!

Search:| 'or'1'="1 Leck
Name Phone Country uID
Timothy isi;mll Thailand nhtljvegrjnvi
Linus égggmoe Peru geqgkxnqtbtycq
Rogan égzz%oa Palau jpdbopvaamire

Recently, a security team discovered an organisation involved in cybercriminal
activities. Someone has managed to find a Ul to the database which the
criminals store information in. In one of the database’s tables, they noticed a
known individual, identified by the first name, Andrew. However, their main goal
is to find the flag which will be a vital clue for them to identify the suspect.

Using the information above, help the security team find the flag!

Search: | FROM tsebehtsiworc where '1"="1 Check

Name Phone Country UID

quis massa. Mauris vestibulum,

Allegra X. neque sed dictum eleifend, nunc

A VA . . .
Cameron risus varius orci, in consequat
enim diam vel
odio, auctor A
Kiona T. . imperdiet nec, leo. Morbi neque
A Piura : .
Parker tellus, imperdiet non, vestibulum

nec, euismod in,
The UID columns represent all the different tables in the database

11



After trying all the tables, the correct table is tsebehtsiworc
The SQL injection which retrieves the flag is ¢ UNION SELECT * FROM tsebehtsiworc where ‘1’ = ‘1
Flag:

flag:d89c5f24acel

12



RO - Challenge 8

Theme: Affine Cipher

Tools Used:
e https://www.dcode.fr/affine-cipher

This challenge involves steganography and encryption.

Y =28 + §

Upon downloading the image, we use the strings command to test whether the image contains a hidden element.

menrtgzjrihm

It can be seen that there is a string of the same format as a flag — aufz:menrtgzjrihm.

A brute force approach with the Caesar cipher will fail to retrieve the key. However, the name of the file hints at
using a linear cipher.

An Affine cipher encrypts data using a linear equation of the form E(x) = ax + b mod m. This matches the form
of the equation in the image: E(x) = 25x + b.

Since the format of the flag only contains lower case alphabetic characters, the value of m should be 26. This results

in the equation E(x) = 25x + 5 mod 26, which can be easily solved using a tool such as https://www.dcode.fr/
affine-cipher.

13


https://www.dcode.fr/affine-cipher
https://www.dcode.fr/affine-cipher
https://www.dcode.fr/affine-cipher

Search for a tool
* SEARCH A TOOL ON DCODE BY KEYWORDS:
£.0. type caesar GO

Results 2 & *+ x

f(x)=25x+5
flag: thsomzgwoxyt
Affine Cipher - dCode
Tag(s) : Poly-Alphabetic Cipher

Share
86000

dCode and you

dCode is free and its tools are a valuable help in games,
maths, geocaching, puzzles and problems to solve
every day!

A suggestion ? a feedback ? a bug ? an idea ? Write io
dCode!

flag:tbsomzgwoxyt

AFFINE CIPHER
Cryptography > Poly-Alphabetic Cipher : Affine Cipher
AFFINE DECODER
* AFFINE CIPHERTEXT
aufz:menrigzicihm

#* EXPECTED PLAINTEXT LANGUAGE | English j
* ALPHABET |ABCDEFGHIJKLMNOPQRSTUVWXYZ 1]

AUTOMATIC BERUTEFORCE DECRYPT

PaRAMETERS aND OPTIONS
# A COEFFICIENT |25
* B COEFFICIENT 5
) DISPLAY THE DECRYPTED MESSAGE WITH THESE COEFFICIENTS
() DISPLAY AFFINE DECODING/DESUBSTITUTION TABLE FOR THESE COEFF
DISPLAY AFFINE CODING/SUBSTITUTION TABLE FOR THESE COEFF
) DISPLAY AFFINE COEFFICIENTS BY MODULAR INVERSE

DECRYPT

14

O W e

I I Lire en Frangais

Summary a

+ Affine Decoder

+ Affine Encoder

+ How to encrypt using Affine
cipher

+ How to decrypt Affine cipher
+ How to recognize an Affine
ciphertext?

+ How to decipher Affine
without coefficient A and B?

+ How to compute A' value?
+ How to compute B' value?
+ What are the A’ values?

+ Why is there a constraint on
the value of A7

+ Isit possible to use a key A
not coprime with 267

+ Does a negative value for A
exists?

+ Is there a limitation on B
value?



