New Zealand Cyber Security Challenge 2022, Round 0 Writeup

Challenge 6

Name of the Challenge Magical Art

Type of Challenge Piet (Esoteric Programming Languages)
Difficulty Level Medium

Tool/Reference Piet Decompiler

General &Jalfn Loves Modern Trt Lan 1guages!

Solution:

1. Save the image from the landing page to your machine.

General eggfa/fn Loves j‘z‘;c[ern Hrt Ianjuaye.f/

Figure 6-2. Challenge Image.
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2. Take a closer look at the challenge image from the starting pixel. You can find a
colour pattern on the top.

Figure 6-3. A Closer Look.

3. Upon further research on the internet. You will find that the challenge can be solved
using a piet decompiler.

<« > C ®@ O 8 bertnase.de

Kali Linux # KaliTools ¢ KaliDocs N KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec
Hi,
welcome to npiet online !

Please upload a piet program image and
npiet will execute it and display the result.

Hello world! (click me)

Please give it a try - and have fun !

1. Choose a File: U Browse... | No file selected.
™
1b. Check the captcha: I'm not a robot
reCAPTCHA
‘Za. Launch immediately: U Upload and execute
’2b. Launch, but then let me add some input to pass ! “ Upload and ask about input

back to npiet online - try again !

back to npiet
back to bertnase.de

And sorry about the captcha, but there were too many files with select and union in the name...

Figure 6-4. Piet Decompiler.

4. The challenge image is uploaded, and the interpreter gives out the following result:

Info: executing: npiet -w -e 220000 6 2.png

RUNE{h51rcf608ynu7zp9}

Figure 6-4. Final Flag.

FLAG: RUNE{ h51rcf608ynu7zp9}
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Challenge 14

Name of the Challenge Strings and XOR

Type of Challenge Strings and XOR

Difficulty Level Easy

Tool/Reference Cyber Chef
Problem:

The participant is provided with a link to an executable file getRune.out

A wise man said casting this spell will give us the Rune.

Solution:

1. Use strings to find the literal strings in the executable

kumar@sparrow Desktop % strings getRune.out
D1001G1liaK

ffNébqrstl2

51 UKps]X%xWT~w'57BE" 0O

I have the flag

Do not sway but the fear is abound
and the fell voice of Mardon said
ero with Zero is Zero and One with One is Zero
vet Zero with One is One and One with Zero is One still
hisisnotthekey
ButthereisAkey

2. You will notice that the first two random strings are 11 characters in size and the
third one is 22 characters

3. It gives you a clue that the first two strings can be concatenated together and used

3
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in a characterwise/bitwise operation with the third one

4. Concatenate the first two strings and XOR with the third one gives you the output
Rune{A411D3120AEDE11Q}
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Challenge 16

Name of the Challenge Holy Trinity

Type of Challenge BrainFuck + GeolJson
Difficulty Level Hard

Tool/Reference BrainFuck Decompiler, QGIS

Figure 16-1. Challenge 16 Landing Page.

Solution:

1. The challenge file is initially analysed using the command “file”, which helps
determine the type of a file and its data. The result of this command shows that the
file is ASCII text which can be read in the terminal.

— -[~/chal_create/Writeups/R0/C16]
Wizards Wisdom
Wizards_Wisdom: ASCII text, with very long lines (65536), with no line terminators

-[~/chal_create/Writeups/R0O/C16

t Wizards Wisdom
-—[—)+++++<]> SH+ddddtidd H [ D HHC]OF [ — 2 H<]>  +44r, ——m———  — [ —+<] >,
i el B b e g R +[—)+—H<]>+ [ ++<]>++.
[—-)+<]> FEEEE,— L, <] > [ >—  — s [ — <]
o B o Rl B e e [ S g N R TR A e ) B SRR

Figure 16-2. Analysis of the challenge file.
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The text given in the challenge is of BrainFuck programming language and can be
interpreted using a BrainFuck Interpreter. Upon Interpreting, we see that text is in
Geolson file format.

Debug mode: [_]
programs: hello echo rev Large variables: [}
quine Prompt for input:[]
functions: add dup swap mul Alert when finished:
if L]
e T A T E LA - - - -
B e m e o o T T T e pmmmm e
[->++<]>-  +44, - ------ P = o o SR e+t - -
TS o R L,
----- I o e N G R B
<]>. [--->+<]o+. - [->+++<]>. [ - - ->+<] >+, - [ ->+++
<]>. [--->+<]o+. - [->+++<]> . [ - - ->+<] >+, - [ ->++++
<>+, -[---->4<]>+, - [ -3+ >t >R [ - - -5
R s i e -l [ g B e o 4

code * [ execute ] [ clear ]

input: | [ clear]

: I
"type": "EgatureCollection”,

"name”: "1onglixeelyinkinacRou’,

"features": [

{ "type": "Feature", "properties": { "id": @ }, "geometry": {
"type": "MultiPqlygen", "coordinates": [ [ [ [
5650949.912673517130315, 17918693.88673822209239 1, [
5990739.246870845556259, 18599948.943976737558842 1, [
6241504.596685549244285, 18516935.336108919233084 1, [
5903359.114842244423926, 17863659.714221753180027 1, [
5650949.9126735171360315, 17918693.88673822209239 1 1 1 1 } },
{ "type": "Feature", "properties": { "id": 1 }, "geometry": {
"type": "MultiPqlyagon", "coordinates": [ [ [ [
6132163.30480238981545, 18056694.842197321355343 1, [
6966075.982841487973928, 17605221.699783969670534 1, [
7096746.655830878764391, 17848908.698935158550739 1, [
6238196.698091093450785, 18238009.086244773119688 1, [
6132163.30480238981545, 18056694.842197321355343 1 1 1 1 } },

{ "type": "Feature", "properties": { "id": 1 }, "geometry": {
"type": "MultiPqlyagon", "coordinates": [ [ [ [
6122873.342365995980799, 18942725.643114261329174 1, [
7403139.435118049383163, 18567320.291033521294594 1, [
7500656.885156309232116, 18892666.048844888806343 1, [
6198245.236775632016361, 19139879.394359260797501 1, [
6122873.342365995980799, 18942725.643114261329174 1 1 1 1 1} },

{ "type": "Feature", "properties": { "id": 3 }, "geometry": { y

output *

Figure 16-3. BrainFuck Interpreter.
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3. The GeolJson data can be visualised in the open-source software QGIS. Upon
launching the QGIS software, Import the Geolson challenge data.

» *Untitled Project — QGIS

Project Edit View Layer Settings Plugins Vect
By Oseen

R@eVoAwBB 1/

Browser @ ®
B T®O
@ Oracle =
& WMS/WMTS
ﬂ Vector Tiles

v 5% XYZ Tiles
::: Mapzen Global Terrain

222 OpenStreetMap

& wcs

@) WFS / OGC API - Features
& ArcGIS REST Servers
* GeoNode

Layers @®
‘E‘L@ o T &~ & &

I 16 — longliveelvinkingCROW

v V| ¥ OpenStreetMap
Figure 16-4. QGIS Overlays.
4. Now right-click on the imported GeoJson data, i.e., c16 — longliveelvinkingCROW

and go to properties -> Source. Here you can find that the default Coordinate
Reference System (CRS) is set to EPSG: 4326 — WGS 84.

» Layer Properties — c16 — longliveelvinkingCROW — Source
| w Settings

fi Information Layer name |c16 —longliveelvinkingCROW ‘

Data source encoding UTF-8 ~

- w Assigned Coordinate Reference System (CRS)
& Symbology

| Default CRS: EPSG:4326 - WGS 84 - |[@]
€3 Labels Changing this option does not modify the original data source or perform any reprojection of features. Rather, it
can be used to override the layer's CRS within this project if it could not be detected or has been incorrectly
€D Masks detected.

The Processing “Reproject Layer” tool should be used to reproject features and permanently change a data source's CRS.

w Geometry

Create Spatial Index \Update Extents ‘

Figure 16-5. QGIS Default Coordinate
System.
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5. Upon analysis of the Geolson data coordinates and the challenge description in
Figure 16-1, You can understand that the default coordinate system cannot visualise
the coordinates. Set the Coordinate Reference System (CRS) to EPSG:2193 — NZGD
2000 / New Zealand Transverse Mercator 2000

» Layer Properties — c16 — longliveelvinkingCROW — Source X

Q w Settings

fi Information Layer name |c16 — longliveelvinkingCROW

)T
r@ Source
A~

'{/ Symbology

Data source encoding UTF-8 ~

w Assigned Coordinate Reference System (CRS)

EPSG:2193 - NZGD2000 / New Zealand Transverse Mercator 2000 v ‘:’;

€3 Labels Changing this option does not modify the original data source or perform any reprojection of features. Rather, it

can be used to override the layer's CRS within this project if it could not be detected or has been incorrectly
LD Masks detected.

The Processing "Reproject Layer” tool should be used to reproject features and permanently change a data source's CRS.

." 3D View

. w Geometry
Diagrams

1
E Fields

Create Spatial Index = |Update Extents

Figure 16-6. QGIS New Zealand Coordinate
System.

6. Finally, The GeoJson data can be visualised in the QGIS software, which looks like
the following:

THE =0 E

J Il

a0

FLAG

Figure 16-7. QGIS Overlays View.
8
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7. After further zooming, we get the flag as the following:

| §as_

x J -~ //‘ T,
Figure 16-8. The Final Flag.

FLAG: RUNE{ITIUTEVUYLXAUTLF}



